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Secure, instant access to data at scale is the core mission of ChaosSearch. Security has been a core tenet of  
our architecture and culture from day one. ChaosSearch employs encryption of data at all times, layering on the  
security of the cloud to ensure security and control lies with the customer.

SECURITY
Cloud Object Storage (COS)
Our security story starts with cloud object storage (COS). ChaosSearch uses your Amazon S3 object storage as its data 
repository and only your storage. To put a fine point on this, ChaosSearch never stores your data on its own servers.

AWS S3 provides a secure and scalable environment for data with replication, high availability and data durability  
(11 9’s) built in.

Identity and Access Management (IAM)
Part of our security measures include customer-defined permissions via identity and access management (IAM).  
Read-only, cross-account IAM role access is provided to ChaosSearch by each customer. Read-write access to a 
separate, dedicated Amazon S3 storage bucket is also provided to ChaosSearch by each customer for writing the 
index(es).

Role-based Access Control (RBAC)
Granular, role-based access control (RBAC) enables you to control the actions a user can perform within the 
ChaosSearch platform. Among other items, roles control access to functions, data, and even documents. 
ChaosSearch RBAC also supports multi-tenant environments, allowing multiple teams to share the environment 
while only being able to access their team's data and dashboards.

Storage-based Isolation
ChaosSearch leverages Amazon S3 and its associated access control policy constructs to isolate customers. The 
ability to control visibility from the storage layer (i.e. where the data actually resides), in a central location, is the 
most secure and simplest mode to operate. And with AWS S3’s advanced Identify and Access Management (IAM) 
functionality and roles, the combination of storage-base folder structure isolation together with an IAM’s Role 
Based Access Control (RBAC) overlay, delivers exceptional security.

Data Encryption 
Encryption in-transit is essential to prevent your data from being intercepted when moving between ChaosSearch 
and your Amazon S3. ChaosSearch supports OpenSSL and TLS 1.2, allowing you to meet stringent security and 
compliance requirements.

No Data Movement
ChaosSearch interacts directly with the customer’s cloud object storage – no local/ChaosSearch storage is ever 
used – making our service much more secure and private than other solutions that hold your information in their 
data stores. Instead, our indexing technology and architecture work directly with the customer’s Amazon S3, 
turning it into an always-hot log analytics data lake.

https://aws.amazon.com/security/
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COMPLIANCE
SOC 2
ChaosSearch has completed our SOC 2 Type 1 examination for the Security, Availability, and Confidentiality 
trust service principles for ChaosSearch. This SOC 2 report assures our customers that we have designed and 
implemented sufficient security controls defined by the American Institute of Certified Public Accountants (AICPA) 
in TSP section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and 
Privacy.

A copy of this report is available to our prospects and customers under an NDA. Please reach out to your account 
manager or email sales@chaossearch.io to schedule a discussion to review.

GDRP
ChaosSearch is committed to complying with the EU General Data Protection Regulation (GDPR) as well as 
helping our customers ensure their compliance with these regulations such as the "Right to be Forgotten." GDPR 
helps to strengthen and standardize user data privacy across the EU and any business that could potentially 
handle EU resident personal data no matter the locality of the company.

Review our full GDPR statement here.

HIPPA
ChaosSearch has designed its control environment to satisfy the requirements of the Security Rule of the Health 
Information Portability and Accountability Act (HIPAA). Where applicable as a non-health services provider, the 
design of controls implemented to achieve the criteria of the relevant AICPA trust services principles, detailed 
within our SOC 2 report, is intended to satisfy HIPAA requirements.

ChaosSearch can enter into a Business Associate Agreement (BAA) with our customers as well as explore any 
other custom Data Privacy Agreements (DPA).

About ChaosSearch
ChaosSearch delivers on the true promise of data lakes, instantly turning a company’s own cloud object storage 
into a hot, robust, streamlined data analytics engine, where it is as simple to generate insights from the lake 
as it is to dump data into it. Implemented today as a data lake engine for scalable log analysis on Amazon S3, 
ChaosSearch is an ELK-compatible, highly secure, fully managed service that scales to petabytes of data, quickly 
and at disruptively low cost.

https://www.chaossearch.io/legal/gdpr-statement

